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                Train and Certify
                Free Course Demos
 Free course demos allow you to see course content, watch world-class instructors in action, and evaluate course difficulty.

 

 Train and Certify
 Immediately apply the skills and techniques learned in SANS courses, ranges, and summits
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                Enterprise Solutions
                New Cyber Trends & Training in 2023
 This eBook offers a glimpse into the key threats that are expected to emerge as forecasted by SANS experts.

 

 Enterprise Solutions
 Build a world-class cyber team with our workforce development programs.
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                Security Awareness
                2023 Security Awareness Report
 Empowering Security Awareness teams with industry benchmarking, program growth, and career development.

 

 Security Awareness
 Increase your staff’s cyber awareness, help them change their behaviors, and reduce your organizational risk
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                Resources
                Security Policy Templates
 In collaboration with security subject-matter experts, SANS has developed a set of security policy templates for your use.

 

 Resources
 Enhance your skills with access to thousands of free resources, 150+ instructor-developed tools, and the latest cybersecurity news and analysis
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                Get Involved
                Join the Community
 Membership of the SANS.org Community grants you access to cutting edge cyber security news, training, and free tools that can't be found elsewhere.

 

 Get Involved
 Help keep the cyber community one step ahead of threats. Join the SANS community or begin your journey of becoming a SANS Certified Instructor today.
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                About
                Our Mission
 To empower current and future cybersecurity practitioners around the world with immediately useful knowledge and capabilities, we deliver industry-leading community programs, resources and training.

 

 About
 Learn more about how SANS empowers and educates current and future cybersecurity practitioners with knowledge and skills
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        Industrial Control Systems Security
      
 Defending what Makes, Moves, and Powers the World.
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          Latest ICS Security News & Updates
        
 Follow Us:
 	@SANSICS
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 Whitepaper
  
        The Five Cybersecurity Critical Controls
      
 The five cybersecurity critical controls, identified through intelligence-driven analysis, allow organizations to create an efficient and effective ICS/OT security program. These ICS specific critical controls are the first steps any organization operating critical infrastructure should take to ensure a safe and reliable environment.
  
 
        Learn More
      

 
             

   Blog
  
      Five Startling Findings in 2023’s ICS Cybersecurity Data
    
 Here are five of the most concerning findings from the SANS 2023 ICS/OT Cybersecurity Survey data. It is important to note that all these findings pose risks that, if addressed with achievable actions, can be drastically reduced moving forward, regardless of ICS sector.
       
        Learn More
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  Defending Against Ransomware in Industrial Control Systems
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  Living Off the Land Attacks and Countermeasures in Industrial Control Systems
 
  
 
  
  

  

	   Ebook
  ICS Cybersecurity Field Manual Series: Volumes 1-3
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Featured Industrial Control Systems Security Courses & Certifications
 
 	Previous
	Next

    
   Industrial Control Systems Security
  
      ICS410: ICS/SCADA Security Essentials
    
 ICS410: ICS/SCADA Security Essentials provides a foundational set of standardized skills and knowledge for industrial cybersecurity professionals. The course is designed to ensure that the workforce involved in supporting and defending industrial control systems is trained to keep the operational...
  Certification:
 	
        GICSP



  Course Details  
 
 

   
   Industrial Control Systems Security
  
      ICS418: ICS Security Essentials for Managers
    
 The ICS418: ICS Security Essentials for Managers course empowers leaders responsible for securing critical infrastructure and operational technology environments. The course addresses the need for dedicated ICS security programs, the teams that run them, and the skills required to map industrial...
    Course Details  
 
 

   
   Industrial Control Systems Security
  
      ICS456: Essentials for NERC Critical Infrastructure Protection
    
 The ICS456: Essentials for NERC Critical Infrastructure Protection course empowers students with knowledge of the what and the how of the version 5/6/7 standards. The course addresses the role of the Federal Energy Regulatory Commission (FERC), North American Electric Reliability Corporation...
  Certification:
 	
        GCIP



  Course Details  
 
 

   
   Industrial Control Systems Security,  Digital Forensics, Incident Response & Threat Hunting
  
      ICS515: ICS Visibility, Detection, and Response
    
 ICS515: ICS Visibility, Detection, and Response will help you gain visibility and asset identification in your Industrial Control System (ICS)/Operational Technology (OT) networks, monitor for and detect cyber threats, deconstruct ICS cyber attacks to extract lessons learned, perform incident...
  Certification:
 	
        GRID



  Course Details  
 
 

   
   Industrial Control Systems Security
  
      ICS612: ICS Cybersecurity In-Depth
    
 A different perspective and approach are required for securing OT vs. IT environments. Given that each OT system is uniquely engineered specific to an organization's specific operational needs, how should we go about securing these systems? Through our immersive in-classroom operations environment,...
    Course Details  
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 SANS ICS HyperEncabulator
 You know all about the Retroencabulator, now say hello to the HyperEncabulator! At SANS ICS Security, when we’re not innovating… we’re encabulating! Check out the whole new level of encabulation in this video. Remember folks, with the HyperEncabulator, side fumbling is still effectively prevented.

 
  





Join the SANS Community
 
 	   Join the SANS Community
 Join the SANS Community
 Membership of the SANS.org Community grants you access to cutting edge cyber security news, training, and free tools that can't be found elsewhere.
 
      Learn More
    


	   SANS ICS Community Forum
 SANS ICS Community Forum
 Participate in the SANS ICS Community Forum where ICS professionals discuss current security events, share tips, ask questions, and connect with others passionate about securing our critical infrastructure.
Never again miss any community event, a great job opportunity or the latest free resources authored by SANS ICS practitioner faculty.
 
      Learn More
    






SANS Security Awareness
 The SANS Industrial Control System Security Faculty has designed the most comprehensive ICS training and resources to help you understand, assess, and strengthen critical infrastructures.  Our NERC CIP Cyber Security training and Security Awareness instruction will arm you with the skills you need to protect, operate, and support Industrial Control Systems to the highest standards.

 	   NERC CIP Cyber Security Training
 NERC CIP Cyber Security Training
 SANS has developed a training program designed for electric utility organizations subject to the NERC CIP Reliability Standards.
 
      Learn More
    


	   ICS Security Awareness Training
 ICS Security Awareness Training
 SANS Security Awareness for Engineers focuses on security behaviors for individuals who interact with, operate, or support Industrial Control Systems.
 
      Learn More
    







        
        SANS ICS Security Summit & Training 2024
      
 Day 0: June 16 | Summit: June 17-18 | Courses: June 19-24
Disney's Contemporary Resort, Orlando, FL or Live Online

The annual ICS Security Summit brings together the industry's top practitioners and leading experts from around the globe to share actionable ideas, methods, and techniques for safeguarding critical infrastructure. In-depth talks and interactive sessions will deliver proven advances and approaches that make a real difference for the individuals engaged in this fight every day.
  Explore this Summit  







Meet Our Instructors
 The exceptionally qualified people who author and teach SANS courses, and contribute to
the GIAC Certification exams aligned with those courses, are the leaders in the field. Meet some of our instructors.

 

 Robert M. Lee
 Fellow
 Robert has worked offense, defense, and intelligence in various government teams, and is currently the CEO and founder of Dragos, Inc., a cybersecurity solutions provider for industrial control system networks.
  Learn More 
 


 	 
 
        Dean Parsons
      
 
        Certified Instructor
      
 
        Dean Parsons is CEO and Principal Consultant of ICS Defense Force and a SANS Certified Instructor. He has over 20 years of technical and management experience in cybersecurity and is co-author of the new SANS course ICS418: ICS Security Essentials for Managers.
      
  
          Learn More
        



	 
 
        Jason Christopher
      
 
        Certified Instructor
      
 
        Jason D. Christopher is the Vice President of Cybersecurity and Digital Transformation for Research & Innovation at Energy Impact Partners (EIP), a $4 billion global investment firm custom-built to invest in the energy transition. He previously served as the Director of Cyber Risk for Dragos, was...
      
  
          Learn More
        



	 
 
        Jason Dely
      
 
        Certified Instructor
      
 
        Jason Dely brings over 20 years of experience and a diverse industrial control system background to SANS and the industrial control system (ICS) community. He worked at Rockwell Automation for 15 years and then for Cylance before starting his own company and teaching for SANS. “Working across a...
      
  
          Learn More
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 SANS.edu Graduate Certificate in ICS
 Designed for working InfoSec and IT professionals, the graduate certificate in Industrial Control Systems Security is a highly technical, hands-on 12-credit-hour program focused on teaching the applied technologies used to defend and secure industrial control systems, operations technology, and cyber-physical systems.

 
  Learn More  
 





More Free Industrial Control Systems Security Resources
 
 
 	
 Webcasts


	
 Blog
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 Mission to Defend Critical Infrastructure
 The world depends on critical infrastructure. Join us in this mission to protect the people and places that rely on industrial systems. Together, let's defend what makes, moves, and powers the world.

 
  




About Industrial Control Systems Security
ICS cyber security is focused on protecting industrial systems and operational technology (OT) against accidental or intentional risks. The SANS ICS Security Curricula provides training courses focused on assessing and defending ICS/OT environments. The SANS Institute offers introductory to advanced hands-on cyber security training to OT and IT cybersecurity professionals and control system engineers by equipping them with the skills needed to safeguard critical infrastructure. 
Join us in the mission to defend what makes, moves, and powers the world.  
Why is the ICS Security Mission Important?
	Critical infrastructure is more interconnected and interdependent than ever throughout the world, allowing operational technology and control systems to be operated efficiently, yet potentially opening them up to adversaries and becoming targets of cyber-attack. 
	The convergence of IT and OT systems has led to a growing number of cyber incidents impacting industrial control systems and critical infrastructure.
	Industrial systems run the world, and the need for security professionals to defend them is critical. SANS ICS Security courses prepare cybersecurity professionals and control system engineers to be equipped with the necessary tools, knowledge, and capabilities to protect these systems and critical environments through hands-on learning and instruction from expert practitioners in the field.
	Critical infrastructure needs to be protected for the sake of operations, national security, and most importantly, the safety of human life. 
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    Receive curated news, vulnerabilities, & security awareness tips
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